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BIJLAGE 1: OSSEC.CONF

Wazuh - Manager - Default configuration for ubuntu 24
More inf

Mailing list:

>

output>yes</ nout_output>
/alerts_log>
logall>
logall_jsen>no</legall_json
<email_notification>no</email_notification>
tp.example.wazuh.co
wazuh@example .wazuh. con
wazuh.com
ail_maxperhour>12</email_maxperhour>
mail_log_ i

onnection_alert_time>8</agents_disc _alert_time>
>yes</update_check>

jsen</alert_format>

n "plain "json", or "plain,json" for the format of internal logs

json</log_format>

queue_siz
emote>

— Frequency C k is executed - every 12 hours
<frequenc

ootkit_files.txt</rootkit_fil
otkit_trojans

ignore>

<wodle name="cis
Led>y disabled>
<timeout>1808</timeout>

can-on

scat_path>
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<I-- Osquery integration —-—>

<wodle name="osquery">
<disabled>yes</disabled>
<run_daemon>yes</run_daemon>
<log_path>/var/log/osquery/osqueryd. results. log</log_path>
<config_path>/etc/osquery/osquery.conf</config_path>
<add_labels>yes</add_labels>

</wodle>

<l-- System inventory -->

<wodle name="syscollector">
<disabled>no</disabled>
<interval>lh</interval>
<scan_on_start>yes</scan_on_start>
<hardware>yes</hardware>
<os>yes</os>
<network>yes</network>
<packages>yes</packages>
<ports all="no">yes</ports>
<processes>yes</processes>

<l-- Database synchronization settings ——>
<synchronization>
<max_eps>10</max_eps>
</synchronization>
</wodle>

<sca>
<enabled>yes</enabled>
<scan_on_start>yes</scan_on_start>
<interval>12h</interval>
<skip_nfs>yes</skip_nfs>

</sca>

<vulnerability-detection>
<enabled>yes</enabled>
<index-status>yes</index-status>
<feed-update-interval>68m</feed-update-interval>
</vulnerability-detection>

<indexer>
<enabled>yes</enabled>
<hosts>
<host>|
</hosts>
<ssl>
<certificate_authorities>
<ca>/etc/filebeat/certs/root-ca.pem</ca>
<fcertificate_authorities>
<certificate>/etc/filebeat/certs/filebeat.pem</certificate>
<key>/etc/filebeat/certs/filebeat-key.pem</key>
</ssl>
</indexer>

<1-- File integrity monitoring -->
<syscheck>
<disabled>no</disabled>

<l-- Frequency that syscheck is executed default every 12 hours
<frequency>U3200</frequency>

<scan_on_start>yes</scan_on_start>

<!-- Generate alert when new file detected —->
<alert_new_files>yes</alert_new_files>

<!-- Don't ignore files that change more than 'frequency' times
<auto_ignore frequency="108" timeframe="36060">no</auto_ignore>

<!-- Directories to check (perform all possible verifications)
<directories>/etc, /usr/bin, /usr/sbin</directories>
<directories>/bin, /sbin, /boot</directories>

<l-- Files/directories to ignore -->
<ignore>/etc/mtab</ignore>
<ignore>/etc/hosts.deny</ignore>
<ignore>/etc/mail/statistics</ignore>
<ignore>/etc/random-seed</ignore>
<ignore>/etc/rand seed</ignore>
<ignore>/etc/adjtime</ignore>
<ignore>/etc/httpd/logs</ignore>
<ignore>/etc/utmpx</ignore>
<ignore>/etc/wtmpx</ignore>

<ignore>/etc/cups/certs</ignore>
<ignore>/etc/dumpdates</ignore>
<ignore>/etc/svc/volatile</ignore>

<!-- File types to ignore -->

<ignore type="sregex">.log$|.swp$</ignore>

<!-- Check the file, but never compute the diff -->
<nodiff>/etc/ssl/private.key</nodiff>

<skip_nfs>yes</skip_nfs>
<skip_dev>yes</skip_dev>
<skip_proc>yes</skip_proc>
<skip_sys>yes</skip_sys>

<!-- Nice value for Syscheck process -->
<process_priority>10</process_priority>

<] Maximum output throughput -—>
<max_eps>50</max_eps>

<!-- Database synchronization settings -->
<synchronization>
<enabled>yes</enabled>
<interval>5m</interval>
<max_eps>10</max_eps>
</synchronization>
</syscheck>

<l-- Active response -->

<global>
<white_list>127.0.08.1</white_list>
<white_list>"localhost.localdomain$</white_list>
<white_list>127.0.0.53</white_list>

</global>

<command>
<name>disable-account</name>
<executable>disable-account</executable>
<timeout_allowed>yes</timeout_allowed>
</command>
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<c nand>
<name>restart-wazuh</name>
<executable>restart-wazuh</executable>
</command>

<command>
<name>firewall-drop</name>
<executable>firewall-drop</executable>
<timeout_allowed>yes</timecut_allowed>
</command>

<command>
<name>host-deny</name>
<executable>host-deny</executable>
<timeout_allowed>yes</timeout_allowed>
</command>

<command>
<name>route-null</name>
<executable>route-null</executable>
<timeout_allowed>yes</timecut_allowed>
</command>

<command>
<name>win_route-null</name>
<executable>route-null.exe</executable>
<timeout_allowed>yes</timecut_allowed>
</command>

<command>
<name>netsh</name>
<executable>netsh.exe</executable>
<timeout_allowed>yes</tineout_allowed>
</command>

<!

<active-response>
active-response options here

</active-response>

——>

<1—— Log analysis —>

<localfile>
<log_format>command</log_format>
<command>df —P</command>
<frequency>360</frequency>

</localfile>

<localfile>
<log_format>full_command</log_format>
<command>netstat —tulpn | sed 's/\([[:alnum:]I\+#\I\ \+[[:digit:JI\+\ \+[[:digit:IIN+\ \\NC A\ NCLL:digat: TT\DN \H\NCIO-9\. N \xI\+\) . \+\ \([[:digit: 1]+
<alias>netstat listening ports</alias>
<frequency>360</frequency>
</localfile>

<localfile>
<log_format>full_command</log_format>
<command>last -n 20</command>
<frequency>360</frequency>
</localfile>

<ruleset>
<!-- Default ruleset -->
<decoder_dir>ruleset/decoders</decoder_dir>
<rule_dir>ruleset/rules</rule_dir>
<rule_exclude>8215-policy_rules.xml</rule_exclude>
<list>etc/lists/audit—keys</Llist>
<list>etc/lists/amazon/aws—eventnames</list>
<list>etc/lists/security-eventchannel</list>

<!-- User-defined ruleset ——>

<decoder_dir>etc/decoders</decoder_dir>

<rule_dir>etc/rules</rule_dir>
</ruleset>

<rule_test>
<enabled>yes</enabled>
<threads>l</threads>
<max_sessions>6l</max_sessions>
<session_timeout>15m</session_timeout>
</rule_test>

<l-- Configuration for wazuh-authd -->

<auth>
<disabled>no</disabled>
<port>1515</port>
<use_source_ip>no</use_source_ip>
<purge>yes</purge>
<use_password>no</use_password>
<ciphers>HIGH: | ADH: |EXP: |MD5: |RCU: | 3DES: |CAMELLIA: @STRENGTH</ciphers>
<]-— <ssl_agent_ca></ssl_agent_ca> -->
<ssl_verify_host>no</ssl_verify_host>
<ssl_manager_cert>etc/sslmanager.cert</ssl_manager_cert>
<ssl_manager_key>etc/sslmanager.key</ssl_manager_key>
<ssl_auto_negotiate>no</ssl_auto_negotiate>

</auth>

<cluster>
<name>wazuh</name>
<node_name>node®l</node_name>
<node_type>master</node_type>
<key></key>
<port>1516</port>
<bind_addr>0.0.0.0</bind_addr>
<nodes>
<node>NODE_IP</node>
</nodes>
<hidden>no</hidden>
<disabled>yes</disabled>
</cluster>

</ossec_config>
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BIJLAGE 2: HANDLEIDING WAZUH AGENT INSTALLEREN

Agent configuration

Download de Wazuh Agent via https://packages.wazuh.com/4.x/windows/wazuh-agent-4.11.0-
1.msi en run de installer.

2. \Volg de installatiestappen zoals hieronder. Belangrijk om Run Agent configuration interface aan
te vinken. Als je vergeten bent aan te vinken of Wazuh Agent opent niet, zie Troubleshooting of
Wazuh manager IP aanpassen.

"3 Wazuh Agent Setup - X

Please read the Wazuh Agent License Agreement WG z U h
.

Portions Copyright (C) 2015, Wazuh Inc. I
Based on work Copyright (C) 2003 - 2013 Trend Micro, Inc.

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License (version 2) as
published by the FSF - Free Software Foundation.

Iaccept the terms in the License Agreement

Click Install to install the product with default options for all users. Click Advanced to change
installation options.

Frint Advanced !"Insta\l Cancel

"8 Wazuh Agent Setup = X

Completed the Wazuh Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.

w B run Agent configuration interface

Back Cancel
3. Vul het IP-adres van de Wazuh-manager in: 172.17.0.225. Laat de rest op default settings.

Wazuh Agent X
Manage View Help

Wazuh v4.11.0

Agent: Auth key not imparted. (0] - 0

Status: Require import of authentication key.
- Nat Running

Manager IP; |1 721702249

Authentication key: |<inseil;_auﬂ1_key_hele>

Save I Refresh I

https://wazuh.com Revision 41103 J
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4. Herstart de Wazuh service in Powershell met Administrator rechten met het volgende commando:
Restart-Service -Name wazuh.

22 Administrator: Windows PowerShell

ation. All rights reserved.

ell for new features and improvements! https

wazuh

5. Controleer op Wazuh manager of de nieuwe agent toegevoegd is.

= W Endpoints a

AGENTS BY STATUS TOPS0S TOP 5 GROUPS

» windows (1) default (1
® N
Agents (1) < D Deploy new agent Refresh
tatus=acti
D1 Name P address Group(s) Operating system Cluster node Version Status Actions
001 MPILT2311 172.2¢ default Microsoft Windows 11 Pro 10.0.26100.3194 node01 v4.11.0 ® active
Rows per page: 10 % A2
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Troubleshooting of Wazuh manager IP aanpassen

1. Eris standaard geen toegang tot het ossec.conf bestand. Rechtermuisklik op ossec.conf en

selecteer Eigenschappen.

> Dezepc

_internal_options.c

10.template
I REVISION

ncdll

W] wazuh-agent.exe
ME win32u

l win32ui.exe.manifest

2. We gaan

Windows ( > Program Files (x86) > ossec-agent >

‘Openen met

Edit with Notepad++

Bewerken in Kladblok

Toevoegen aan Favorieten

7-Zip

Scannen met Microsoft Defender...
Als pad kopiéren

Delen

Viarige versies terugzetten
Kopiéren naar

Knippen

Kopiéren

Snelkoppeling maken
Verwijderen

Naam wijzigen

Eigenschappen

Eigenschappen van ossec.conf

Weergeven ~

Type Grootte

CONF-bestand

ngsuitbrei...

suitbrei...

-EST-bestand

nd

naar de tab Beveiliging en klikken op Geavanceerd.

X

Algemeen Digitale handtekeningen Beveiliging  Details  Vorige versies

Objectnaam:

@ U moetoverleesmachtigingen beschikken om de eigenschappen

C:\Program Files (x86)\ossec-agentlossec.conf

van dit object te kunnen weergeven

Klik op Geavanceerd om door te gaan

Klik op Geavanceerd voor speciale machtigingen of

geavanceerde instellingen
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0K Annuleren

Geavanceerd




Dit is de koptekst in stijl ‘Koptekst’

3. Klik op Doorgaan om de nodige rechten te krijgen aanpassingen te mogen maken.

Geavanceerde beveiligingsinstellingen voor ossec.conf a X
Naam: C\Program Files (x86)\ossec-agent\ossec.conf
Eigenaar: Kan de huidige eigenaar niet weergeven. ‘y Wijzigen

Machtigingen Controleren Effectieve toegang

0U moet over leesmachtigingen beschikken om de eigenschappen van dit object te kunnen weergeven.

Klik op Doorgaan om te proberen de bewerking uit te voeren met een hogere bevoegdheid.

‘yDDurgaan

Annuleren Toepassen
4. Klik op Toevoegen om een nieuwe machtiging te maken.

Geavanceerde beveiligingsinstellingen voor ossec.conf a X
Naam: C:\Program Files (x86)\ossec-agent\ossec.conf
Eigenaar: Administrators (MPILT2311\Administrators) Wijzigen

Machtigingen Controleren Effectieve toegang

Dubbelklik op een machtigingsvermelding voor extra informatie. Als u een machtigingsvermelding wilt wijzigen, selecteert u de vermelding en
klikt u op Bewerken (indien beschikbaar).

Machtigingsvermeldingen:

Principal Type Toegang Qvergenomen van
B SYSTEM Toesta.. Volledig beheer C:\Program Files (x86)\ossec-agent\
SR Administrators (MPILT2311\Administrators) Toesta.. Volledig beheer C\Program Files (x86)\ossec-agent\

Toevoegen Verwijderen Weergeven

Overname uitschakelen

Annuleren Toepassen

Dit is de voettekst in stijl ‘Voettekst’



Dit is de koptekst in stijl ‘Koptekst’

5. Klik op Een principal selecteren en vul je eigen gebruikersnaam in. Klik op Namen controleren
om te kijken of het juiste e-mailadres gebruikt word. Geef Volledig beheer.

Machtigingsvermelding voor ossec.conf o X

Principal: Een principal selecteren

Type: Toestaan

Basismachtigingen: Geavanceerde machtigingen weergeven

Volledig beheer
Wijzigen

Lezen en uitvoeren
Lezen

Schrijven

Speciale machtigingen

Alles wissen

Voeg een voorwaarde tae om de toegang te beperken. De principal krijgt de opgegeven machtigingen alleen als aan de voorwaarden is voldaan.

Een voorwaarde toevoegen

OK Annuleren

Gebruiker, Computer, Serviceaccount of Groep selecteren X
Dit objecttype selecteren:

Gebruiker, Groep. of Ingebouwde beveiligings-principal Objecttypen..
Op deze locatie:

mpi-intern.be Locaties...
Geefde namen van de objecten op (voorbeelden):

Michiel Kuyken (mkuyken@mpi-oosterlo be| MNamen contraleren

Geavanceerd... Annuleren

Machtigingsvermelding voor ossec.conf o x

Principal: Michiel Kuyken (mkuyken@mpi-oosterlo.be) Een principal selecteren

Type Toestaan

Basismachtigingen Geavanceerde machtigingen weergeven

Volledig beheer
Wijzigen
Lezen en uitvoeren
Lezen
Schrijven

Speciale machtigingen

Alles wissen

Voeg een voorwaarde toe om de toegang te beperken. De principal krijgt de opgegeven machtigingen alleen als aan de voorwaarden is voldaan

Een voorwaarde toevoegen
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6. De nieuwe machtiging is nu zichtbaar. Klik eerst op Toepassen en daarna op Ok.

Geavanceerde beveiligingsinstellingen voor ossec.conf o X
Naam: C\Program Files (x86)\ossec-agent\ossec.conf
Eigenaar: Administrators (MPILT2311\Administrators) Wijzigen

Machtigingen Controleren Effectieve toegang

Dubbelklik op een machtigingsvermelding voor extra informatie. Als u een machtigingsvermelding wilt wijzigen, selecteert u de vermelding en
Klikt u op Bewerken (indien beschikbaar).

Machtigingsvermeldingen:

Principal Type Toegang Overgenomen van

a Michiel Kuyken (mkuyken@mpi-oosterlo.be) Toesta.. Volledig beheer Geen

82 SYSTEM Toesta.. Volledig beheer C\Program Files (x86)\ossec-agenty,
82 Administrators (MPILT2311\Administrators) Toesta.. Volledig beheer C:\Program Files (x86)\0ssec-agenty,

Verwijderen Bewerken

Overname uitschakelen

OK Annuleren Toepassen

7. We kunnen nu ossec.conf openen en zien <address>172.17.0.225</address> staan.
Als dit niet aanwezig is, geef je het IP handmatig in.

Selecteer een app om dit .conf-bestand te
openen

Voorgestelde apps

| a Kladblok

Meer opties

}« Adobe Acrobat

| Eerdere versie van Windows Mediaspeler

é" VLC media player

Zoek naar games en apps in de Microsoft Store

Een app op uw pc kiezen

Slechts één keer
<ossec_config>

<client>
<server>
<address>172.17.0.225</address>
<port>1514</port>
<protocol>tcp</protocol>
</server>
<config-profile>windows, windows1@</config-profile>
<crypto_method>aes</crypto _method>
<notify time>1e@</notify time>
<time-reconnect>60<,/time-reconnect>
<auto_restart>yes</auto_restart>
</client>
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BIJLAGE 3: CUSTOM SHUFFLE BESTANDEN

WPYTHON_BIN="framework/python/bin/python3"

SCRIPT_PATH_NAME="$0"

DIR_NAME="$(cd $(dirname ${SCRIPT_PATH_NAME}); pwd —P)"
SCRIPT_NAME="$(basename ${SCRIPT_PATH_NAME})"

*/active-response/bin | */wodles*
"$ {WAZUH_PATH}"
WAZUH_PATH="$(cd ${DIR_NAME}/../..; pwd)"

PYTHON_SCRIPT="${DIR_NAME}/${SCRIPT_NAME}.py"
*/bin

"${WAZUH_PATH}"
WAZUH_PATH="$(cd ${DIR_NAME}/..; pwd)"

PYTHON_SCRIPT="${WAZUH_PATH}/framework/scripts/${SCRIPT_NAME}.
*/integrations

"${WAZUH_PATH}"
WAZUH_PATH="$(cd ${DIR_NAME}/..; pwd)"

PYTHON_SCRIPT="${DIR_NAME}/${SCRIPT_NAME}.py"
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import json
import sys
import time
import os

try:

import requests

from requests.auth import HTTPBasicAuth
except Exception as e:

print(

sys.exit(1)

debug_enabled =

pwd = os.path.dirname(os.path.dirname(os.path.realpath(__file__)))
json_alert = {}

now = time.strftime( )

log_file = .format(pwd)

try:
with open( ) as tmp:
tmp.write(
except:
pass
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EVE
debug(

alert_file_location = args[1]
webhook = args[3]

debug(
debug(webhook)

debug( )
debug(alert_file_location)

try:
with open(alert_file_location) as alert_file:
json_alert = json.load(alert_file)
except:
debug( % alert_file_location)

debug(
try:
debug(json_alert)
except Exception as e:
debug(
sys.exit(1)

debug( )
msg = generate_msg(json_alert)
if isinstance(msg, str):
if len(msg) == 0:
return
debug(msg)

debug(

try:
with open(
tmp.write(
except:
pass

send_msg(msg, webhook)
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def

(msg):
if debug_enabled:

msg = \n".format(now, msg)
print(msg)

f = open(log_file, )
f.write(msg)

f.close()

def (alert):

skip = [ 0 0
if alert[ 1C 1 in skip:
return

return

def (alert):
if not filter_msg(alert):
print( % alert[
return

level = alert[ 1L

if (level <= U):
severity = 1

elif (level >= 5 and level <= 7):
severity = 2

else:
severity = 3

msg = {}

msg [ 1 = severity

msg[

msg [ ] lert[ 1L i in alert[
msg[ ] = alert.get(

msg [ 1 = alert[ 1L

msg [ 1 = alert[

msg[ ] = alert[ ]

msg [ ] = alert

return json.dumps(msg)
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(msg, url):
debug( )
headers = { : ,
res = requests.post(url, data=msg, headers=headers, verify=
debug( % res)

if __name__ ==
try:

bad_arguments =
if len(sys.argv) >= U4:
msg = .format(
now,
sys.argv[1]
sys.argv[2]
sys.argv[3]
sys.argv[d] if len(sys.argv) > U else
)

debug_enabled

else:
msg = .format(now)
bad_arguments

try:
f = open(log_file,
except:
f = open(log_file,
f.write("")
f.close()

f = open(log_file,
f.write(msg + '\n')
f.close()

if bad_arguments:
debug( % sys.argv)
sys.exit(1)

main(sys.argv)
except Exception as e:

debug(str(e))

raise
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BIJLAGE 4: ADD IP AS OBSERVABLE

@ Add IP as observable

Dit is de voettekst in stijl ‘Voettekst’

Name

Add IP as observable
Authentication

valid ) ("Latest ) Auth for The... ~

Find Actions
Create observable in alert

Advanced

Simple
I

Alertld *
| $create_alert.body._id
Datatype *
ip
Data *

$change me.all fields.data.win.
eventdata.clientlPAddress

+
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@ Add IP as observable

Dit is de voettekst in stijl ‘Voettekst’

Name

Add IP as observable
Authentication

vaiid ) (Latest ) Auth for The... ~

Find Actions
Create observable in alert

Simple Advanced

Alertld *
| $create_alert.body. id
Datatype *
ip
Data *

$change me.all fields.data.win.
eventdata.ipAddress

_|_
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BIJLAGE 5: MELDING IN TEAMS JSON-STRUCTUUR

W oE b e

b
7
8
9

‘small”
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BIJLAGE 6: TABBLAD ‘GENERAL’ IN CASE THEHIVE

> PAM: Multiple failed logins in a small period of time. Possible brute force attack. | Source IP: 172.17.0.234 (professional-victim) B () (¢ T X (0O) (@
M @ 74395816 = General #= Tasks (1) @ Observables (1) 2 TTPs (0) Attachments @ Timeline ) Pages [ History 6 Similar cases ‘& Similar alerts - e
2 M
# Title Comments
X 05/06/2025 17:02
PAM: Multiple failed logins in a small period of time. Possible brute force attack. | Source IP: 172.17.0.234 (professional-vict
% @ 05/06/2025
Tags =
a 1 [WAZUH Alert]
S Description
Assignee
2025-05-22T07:01:52.785270+00:00 professional-victim sshd[378879]: PAM 5 more authentication failures; logname=
M. MPI uid=0 euid=0 tty=ssh ruser= rhost=172.17.0.235 user=victim
Status
=
e ® New
Start date
05/06/2025 17:02
Tasks completion
Contributors
M M
Time metrics
<1 second 2 seconds
e 2 seconds
1
5481 = - & °
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BIJLAGE 7: TABBLAD ‘TASKS' IN CASE THEHIVE

Tabblad ‘tasks’ in case

PAM: Multiple failed logins in a small period of time. Possible brute force attack. | Source IP: 172.17.0.234 (professional-victim} )W) () () (x)(a) (&
) (@
T @ id ~74395816 & General Task @ Observables (1) @ TTP: Attachments @ Timeline [ Pages [ History € Similar cases ‘& Similar alerts
2 MPI
def Quick Fil rt lis Fs
8 Created at 05/06/2025 17:02
F’“ @ U 1 at 05/06/2025 18:35 Task § Order Details Assignee | Dates S.0 C.| U.
a wr Analyseren van IP-adres Activity o M 2025 18:
W
Assignee
M MPI
Status
=}
® New
Start date
05/06/2025 17:02
=
&
Tasks completion
Contributors
M M
Time metrics
< 1 second 2 secands
@ 2 seconds
1
5481 = & = ° 0-10f1 Show 30

De taak in tabblad ‘tasks’

Tasks / Deta

> PAM: Multiple failed logins in a small period of time. Possible brute force attack. | Source IP: 172.17.0.234 (professional-victim) ) (&) (¥ > X O
M ® 74395816 & General Tasks ( @ Observables (1) 2 TTPs (0) Attachments @ Timeline [ Pages [ History 6 Similar cases ‘& Similar alerts

-3 MPI &

Lo B8 o list Task details

B t 08/06/2025 17:02

« This task requires an activity to be completed

U 4 05/06/2025 18:35
+ Title
a Analyseren van IP-adres
Flag Status * Group
Assignee . Waiting default
M MPI
Assignee Start date Due date
o Status M Michiel Kuyken
® New
Mandatory
Start date

05/06/2025 17:02
o Description

Tasks completion
Voer analyse uit op het |P-adres dat in de observables zit.

Contributors

M M Activity  + Show | 10

Time metrics

< 1second 2 seconds
No task logs have been found. Create
2 seconds
Responder Reports
No reports
- 1
5481 = & °
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BIJLAGE 8: TABBLAD ‘OBSERVABLES’ IN CASE THEHIVE

Tabblad ‘Obeservables’ in case

> PAM: Multiple failed logins in a small period of time. Possible brute force attack. | Source IP; 172.17.0.234 (professional-victim)
M ® id -74395816 & General 2= Tasks (1) Observables B TTPs(0) B Attachments © Timeline [ Pages [l History
& Crea MPI
defaul Export U
{3 Created at 05/06/2025 17:02
Elﬁ o] iat 05/06/202518:35 Flags Data type - Value/Filename
~ 1720117011235
© Nane
B No report(s) available
Assignee
M MPI
Status
&
l_ @ New
Start date
05/06/2025 17:02
Py
o

Tasks completion

Contributors

M M

Time metrics

< 1second 2 secands
@) 2sueconas
= i
5481 = - g °

De observable in tabblad ‘observables’

B3 Similar cases & Similar alerts

0-1lofl Show 30

> PAM: Multiple failed logins in a small period of time. Possible brute force attack. | Source IF: 172.17.0.234 (professional-victim)
M @ id 74395816 & General = Tasks (1) Observables (1) 8 TTPs(0) B Attachments @ Timeline ) Pages @ History € Similar cases
s L + Observable details
-] 081082025 17:02
&g o + 05062025 18:35 lac Sighted

Data

Assignee 172[)17[)0[)235
M MPI
Data type
Status e
=]
® New
Tags
- AbuselPDB:Usage
Typeseeried [ AbuselPOBRecords="0" “AbuselPDB:Abuse Confidence Seare.. T Gertepori= i [
Description
M M
Net Specified
Time metrics
Analyzers
2 seconds Analyzer Last analysis
AbuselPDB_1.0 12/06/2
Crowdsec_Analyzer_1_1 12/00
MISP_2_1 12/01 509:3
(%)
VirusTotal_GetReport_3_1 1 3.
.
2 -

Responder Reports

Dit is de voettekst in stijl ‘Voettekst’
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BIJLAGE 9: THEHIVE DASHBOARD ALERTS

> Refresh None Period Al

Houd E<c“ ingedrukt om het volledige scherm te sluiten

M = Alerts creation

pom

-

F @ i

B o

@ Alerts per severity ® Alerts per status @ Alerts per source

Total

35

® medium ® Imported

M B Alerts kPI

0 ]
E
=]
Time to acknowledge >= 2 Days Time to detect >= 2 Days
a
- 0 0
Time to qualify > Time to triage »= 2 Days
e 0 35
Severity High or Critical Imported as case
Q
i 0
False positive
@ Alerts TLP @ Analysts workload @ Alerts PAP
iy
= ’ 35
5481 o

Dit is de voettekst in stijl ‘Voettekst’
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BIJLAGE 10: THEHIVE DASHBOARD CASES

=  Refresh  MNone Period | All 2) B (B
Ml Casescreation
£
=]
a
LA
[S]
™
Q
=
1o 00 01,08, 00
@ Cases per severity B CaseskPl ® Open cases owners

S

] (_é\

® medium

5451
14 Case severity over time

kS

oo

-

it

F @

® medium
u _total

B 0

@ Cases per TLP @ Cases impacts @ Cases per PAP

Total

©)

8481 |« Cases with handling duration >= 10 days per month

Dit is de voettekst in stijl ‘Voettekst’
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BIJLAGE 11: THEHIVE DASHBOARD OBSERVABLES

-  Refre None Al 2) (&) (B
M = Observables vs IOC vs Sighted over time
i
v
&
@ Observables per type B Observables statistics @ Observables per TLP
Observables count
10C count Total
Sighted count
amber
@ Observables TLP @ Observables PAP
5481
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BIJLAGE 12: RAPPORT ABUSEIPDB

Het ganse rapport hiervan is enkele tientalle pagina’s lang, daarom staan er slecht enkele screenshots om
een beeld te geven van het rapport.

® o 4 New Analysis Xicbshistory  @Analyzers W Responders  Biorganization () MPI Costerlo/Mei Oosterlo
Job details £ Back tolist
¥ AbuselPDB_1_0 Job report
Artifact

Parameters

[1P] 83[.]222[.]190[.]254

Date
amonth ago

ting/Transit”

Status

Report summary

53¢ Type="Data Cantar Wob HostingTransit" |

ng/Transit”,

ed Kingdom of Great Britain and Northern Ireland”

Dit is de voettekst in stijl ‘Voettekst’
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BIJLAGE 13: RAPPORT CROWDSEC

Xiobswistory  GGAnalyzers W Responders  Borganization () MPI Oosterlo/MPi Oosterlo

® o + New Analysis
& Back to list

ingedrukt om het volledige scherm te sluiten

Job details

L Crowdsec_Analyzer_1_1 Job report

Parameters

Artifact
[1P] 83[.1222(.]190[.]254

Date

amonth ago

PAP

Status

Report summary

o epectm-=ncine

"predicate™: "Attack™

“value”: “crowdsecurity/endle:

: "Crowdsec”,
“Attack”,
“value": “crowdsecurity/ssh-bf"

ce": “Crowdsec”,
: "Attack’

“crowdsecurity/suricata-high-medium-severity”

“level®: “suspicious”
: "Crow
predicate”: "Attack”,

“"value": “"crowdsecurity/iptable n-multi_ports”

“level®: “suspicious®,
: "Crowdsec”,

“Attack
scan-multi_port

sh-bf_user-enum"

“Behavior”,

: “generic:exploit”

": "Crowdsec”,
“Behavior®,

“value": “ssh:bruteforce

Dit is de voettekst in stijl ‘Voettekst’
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“Crowdse:

"ip_range 24": "83.222.190.8/24",
"ip_range_24_reputation”: “unknown",
*ip_range_24_score": @,
*location": {

“country®: "RO",

"city": null,

"latitude”: 45.9968,

“longitude®: 24.997

“generic:exploit®,
“label": “Exploitation attempt",
“description”: "IP has been reported trying to exploit known vulnerability/CVE on unspecified protocols.”,

references”: []

“name”: “ssh:bruteforce”,
*label “SSH Bruteforce®,
“description”™: "IP has been reported for performing brute fo h service

“references™: []

“name": “tcp:scal
"label": “TCP Scan",
"description”: "IP has been reported for performing TCP port scanning.”,
“references”: []

}

1
"history": {
"first_seen”: "2024-10-07719:00:00+00:00",

“last_seen": “2025-84-30T18:15:00+00:00",

“full_age": 186,
"days_age": 185

“classifications'

{
“label®: "CrowdSec Community Blocklist",
1P belongs to the CrowdSec Community Blockli

"community-blocklist”,

“description

b

“attack_details": [

*crowdsecurity/suricata-major-severity”,

Dit is de voettekst in stijl ‘Voettekst’
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“"Suricata Severity 1 Event”,
ription”

"Detect exploit attempts via emerging threat rul
“references”: []

"crowdsecurity/endlessh-bf",
“Endlessh Bruteforce™

“label
“description®: "Detect SSH bruteforce caught by Endlessh®,
“references”: []

“name”: “crowdsecurity/ssh-bf",
“label®: "SSH Bruteforce”,
“description”: "Detect ssh bruteforce”,
ences™: []

name”: "crowdsecurity/s
"label”:

cata-high-mediun-severity”,

“Suricata Severity 2 Eve
“description™: "Detect exploit attempts via emerging threat rul
“references”: []

name”: "crowdsecurity/iptables-scan-multi_ports®,
“label®: “TCP Port Sca

“description®: “Det

aggressive portscans®,
“references”: []

“name”: "crowdsecurity/ssh-slow-bf",

"label": “SSH Slow Bruteforce”,
"description™: "Detect slow bruteforce
"references”: []

“firewallservices/pf-scan-multi_ports”,

"label": "PF Scan Multi Ports”

“description”: “Detect aggressive portscans (pf

"crowdsecurity/ssh-bf_user-enum”,
“SSH User Enumeration”,
“description”: "Detect ssh user enum bruteforc
“references”: []
1
“target_countries
"DE": 39,
"us": 17,
13,

AT": 4,

Exploit Public-Faci

g Applicati
"description”:

Adversaries may sttempt to exploit a weakness in an Inter
referen 0

"name™: "T1595",

“label": "Active Scanming”,
lescription® onnaissance scans to gather information that can be used during targeting.
efer : [1

"name”: "T1110",

rute Force”,
may use brute

unts when passwords are v

er logical identifier on a

“name”: "T1046",
"labe

: "Network Service Di
description”™: "Adver

“references”: []

on resote he d local network inf

“name”: "T15
ctim Identity Information

ersaries may gather information about the
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ckground_noise”,

identified as malicious or

_blockli

s identi 5 a ers of i ocki se IPs enhances threat mitigation capabilitil

TheHive Project 2016-2021, AGPL-V3 Version: 3.1.8-1
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BIJLAGE 14: RAPPORT VIRUSTOTAL

® o “+ New Analysis X JobsHistory  ©fAnalyzers Responders MPI Oosterlo/MPI Oosterlo
Job details < Back tolist
L VirusTotal_GetReport_3_1 Job report
Artifact

Parameters
[1P] 83[.]222(.]190[.]254

Date
amonth ago

Status

Report summary

[rcuparane ] v compurc=orsons ] rmomm

“harmless”,

“clean"

"method”: "blackli

Dit is de voettekst in stijl ‘Voettekst’
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Antiy-AVL":

“category

Intelligence®: {
1ist®
: "ArcSight Threat Intelli

“category™: “mali
“result®: “phishing"

"category
"result”:

fore. AL P

‘methad":

engine_name™: "Bfore.Ai PreCrim
“category”: "undete

“result”: “unrated”

"result”: "clean™

“engine_name”: "Certego
“category”: “harmless”,
"result”: "clean
“Chong Lua Dao": {
thod”: “blacklist®,
“engine_name": “Chong Lua Dao",
"category™: “harmless
“result”: "clean”
“CINS Arm
"method™: “"blacklist®,
“engine_name™: "CINS Army",
“category”: “harmless”,
“result®: “clean™
b
"Cluster25™: {
method”: "blacklist”,
"engine_name": "Cluster2s
*: “undetected”

“unrated”

“"blacklist®,
“engine_name”: "CRDF™,
"category”: "harmles
"result”: "clean™
b
"CSIS Security Group”
'method™: "blackl
"CSIS Security Group”™,
"undetected”,

“unrated"”

method”: "blacklist™,
“engine_name”: “Snort IP sample list",
“category”: “harmless"

ult"™: "clean

MC Threat Intelligence®:
“blacklist",

“CMC Threat Intelligence",

"category™: "harmless”,

"result™: "clean™

"blacklist”,
"engine_name": "Cyan™,
“category™: “undetected”,

“result": “unrated”

Dit is de voettekst in stijl ‘Voettekst’
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“blacklist®,
"DNSB",

“harmless”,

placklist”,
"Ermes”

"ESET": {
"method”: “"blackl
"ESET

gingThreats”:
method”: "blacklis
"EmergingThreat

"Fortinet
"method
“engine_name”:

atego
1t

G-Data™: {

“method”: bl A

"engine_name": Data",
harmless”,

"clean

Intelligence®:
: "blackli
2 Intelligenc

Dit is de voettekst in stijl ‘Voettekst’
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“engine_name": "Hunt.io Intelligence”,
“category”: "undetected”,

“unrated”

“category”
"result”: “clean
“Juniper Networks": {

“"method”: “blacklist",
“engine_name": “Juniper Networks
“category”™: “harmless”,
"result”: "clean
b
"Kaspersky": {
"method”: "blacklist",
“engine_name": "Kaspersky”,
"category”: "undetected”,

“result”: “unrate

"Lionic®: {
"method’ "blacklist™,

“engine_name”: "Lionic”,

“category": “malicious”,

“result®: "maliciou:
1
"Lumu®: {
"method
“engine_name
“category”
“result”:
"MalwarePatrol”: {
*method”: “blacklis
“engine_name": "MalwarePatrol”,
“category”: “harmless”,
"result”: "clean"
“MalwareURL": {
“method”: “blacklist",
“engine_name”: "MalwareURL",
“category”: "undetected”,
"result”: "unrated
b
"Malwared”: {
“method”: "blacklist",
"engine_name
“category”

“result®: “clean"

craft™:
‘methad”:

thod”: "blacklist”,
“engine_name”: “OpenPhish

blacklist®,

name”: "Phishing Datab.

blacklist”,
e: "PhishFort

“category”: "undete

ult®: “unrated”

: "Phishtank",
category™: "harmle

"result”: "clean™

‘method™: "bl

“engine_na
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thad": “bl

engine_name

ureBrain®,
“undetected”,

“method": "blacklist
"engine_name”: "SOCR
“category™: "malicious

Sophos”
"method": “bl
“engine_name": “Sophos

“category”: "harmles:
“result": "clean

“blacklist
Spamaga
harmless®,
"result”: "clean”
3
“StopForumSpam®: {
"method”: "blacklist
“engine_name": "StopForumSpas
"category™: "harnle:
“result”: "clean"
b
"Sucuri SiteCheck": {
"method”: "blacklist
"engine_name”: "Sucuri SiteCheck
“category”: “harmles

“result”: "clean

tHive": {
“blacklist
ThreatHive

"result”: "clean
3
“Threatsourcing":
"method": "blacklist
"engine_name":
"category”
"result":
"Trustwave™: {
"method”: "blacklist",
“engine_name": “Trustwave",
“category": "harmle
“result®
1
"Underworld™: {
“method”: "blacklist",
“engine_name": "Underworld”,

"category”: "undetected”,
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"method”: "blacklist

"engine_r
"category™:
"result":

1.

"desenmascara.me”: {
"method”: “blacklist”,
“engine_name”: "desenmascara.me”,
"category”: “harmless"

result”: “clean”

b
“malwares.com URL checker™:
“blacklist",
_name”: "malwares.com URL checker™
“category™: “harmle:

ult”: "clean”

"securolytics”: {
method”: “blacklis!
"engine_name”: "securolytics
"category™: "harmless"
“result": “clean"
"Xcitium Verdict Cloud
"method": “"blacklist
"engine_name”: "Xcitium Verdict Clou
“category”: “undetected",
“result

“blacklist",
“engine_name”: “zvelo",
“category”: "undetected”,
"result": "unrated”

b

“ZeroFox": {

"method": "blacklist
"engine_name™: "ZeroFox™,
“category”: “"undetected”,

“result”: “unrated”

ountry": "RO",

otal_votes™: {

“harmless”: ©

“maliciou:
"last_modification_date": 1746160560,
“regional_internet_registry®: "RIPE NCC",

s_owner”: "SS-Net”,
“tags": [],
"reputation'
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“asn": 204428,

83.222.191.255\nnetname: Net_4Media\norg: ORG-AA20848-RIPE\ncountry: BG\nadmin-c: PD8817-RIPE\ntech-c: PD881

fa

“operation

}

TheHive Project 2016-2021, AGPL-V3 Version: 3.1.8-1
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